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ABOUT

SOCOTEC USA has attained the SOCOTEC Cyber
Essential Plus Accreditation. Early in 2023, the US
Business IT Program completed phase 1 of their
Cybersecurity Internal Audit. | rewrote relevant
language in the Information Security Policy per the
requirements of our Liability Insurance underwriter.
HR/IT teamwork has let to a new Cybersecurity
Training Program for onboarding and existing staff.
As a member of the GLOBAL CIO Board, we are
responsible for providing current IT budget spend,
90-180day CAPEX/OPEX/M&A investment and
engineering campaigns while leveraging the larger
group for cost savings through license consolidation.

Design + Q/A First: Deploying client facing business
solutions with fundamental systems architecture and
methodologies has provided me with the opportunity
to interface with unique technical and strategic
challenges across the entire the Information
Technology domain. Implementing highly available,
fault tolerant, public/private hybrid cloud technology
solutions is what | enjoy working on. My focus areas
are cost savings, systems consolidations, and
service delivery.

| was introduced to the legacy CBI Boston group in
2014 and began providing them with a fully
outsourced managed IT department and since have
been assisting the USA platform scale through rapid
application deployment.

PROFESSIONAL EXPERIENCE

1 YEARS WITH SOCOTEC, Inc | 6 YEARS IN US GROWTH SUPPORT
13 YEARS IN INDUSTRY

Socotec, Inc — New York, NY
2023 — Present | Managing Director IT

2020 - 2023 | Senior Consultant — Cybersecurity & New Business
Socotec AE Consulting, Inc — Boston, MA (MSP Provider)

2016 — 2020 | Lead Infrastructure Engineer — Litigation Specialist
2012 - 2016 | Network Engineer — Virtualization Specialist

QUALIFICATIONS

EDUCATION

Bachelor of Science in Business Systems Architecture & Design —
University of Massachusetts - 2012

PRACTICE AREAS

Backup & Disaster Recovery Planning (Veeam, Vmware, Microsoft)
Ransomware Incident Management

Secure Networking & Remote Access

Technical Project Management

Financial Forecasting

New Technology Automation & Lifecycle Management

REGISTRATIONS

Vmware VCP6-CMA Cloud Management & Automation
VMCE Veeam Certified Engineer

VCSP Veeam Cloud Connect Service Provider

OSCP — Penetration Testing w Kali Linux PWK

GIAC — Certified Incident Handler

Microsoft365 Partner Program Manager
NetDocuments Partner Program Manager

PROFESSIONAL AFFILIATIONS

International Legal Technology Association (ILTA)
SANS Institute

REPRESENTATIVE PROJECTS

CYBERSECURITY

MA, RI, CT, ME, NY, DC, CA, EU

Sophos Intercept X, Carbon Black, Crowdstrike, EDR Threat Hunting &
Malware Analysis while outsourcing SOC/NOC staff to MTR/MDR Partner
Program.

Ransomware, DFIR, Legal & Compliance
On the next page, | have outlined my research and interactions with
Ransomware going back to first industry exposure to new threats.

DATACENTER

Post Office Square, Boston, MA

Implement technology investment program to provide high availability
services across multiple regions for private wealth management firm.
FINRA, SEC Compliance Auditing & Due Diligence to financial firm with
$11.9 Billion Assets under management.

Veeam Cloud Connect Service Provider, Waltham, MA

Scaled a cloud hosting offsite backup program partnering with Veeam for
DR. Identifying risk in networking/server infrastructure while helping
management define RPO/RTO as required by State, Federal, & Client
Guidelines. Focusing on the legal, financial, and professional services
industries.
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Cryptowall 20] 5 1
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First ransomware recovery
services provided to real
estate professional services
firm in March of 2015 with

no data loss.
201 6 Locky
Provided containment and
recovery services to New
Y} England based
! architectural design and
. ._ structural engineering firm.
Jigsaw 201 7 i
Remediation services \

provided to major new
england based real estate,
development, and investment \
firm _|_‘
! 201 8 Petya
Y4 Multisite recovery services
provided to a national
design & manufacturing firm
with DOD and other
compliance considerations.

WannaCry 201 9 o— :

Recovery services provided
to investment management
firm with $11.8 billion under
management. SEC and
Data disclosure
considerations.

_:_. 2020 Maze

Hardening & remediation
services provided to
multisite law firm with ~

4
! $22million in revenue.
._ Emotet & NC RCE Exploit
Sodinokibi 2020 1 demonstrated.
\

Recovery services provided
to law firm which focuses on
financial, mergers and
acquisitions with
compliance and data
disclosure considerations.

Y
_,I_. 2021 WannaCryptOr

7 Ransomware recovery
services provided to real
estate development firm
with ~$18million in
revenue.

BlackByte 2021

ProxyShell MTR services
provided to New England
based strategy consulting
firm who provides M&A
diligence and private equity.

2015
2025

2022 Suncrypt

Breach response and
infrastructure recovery
services provided to
national construction
engineering & litigation
firm with $1.4 billion in
revenue.
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